
NetGear Wireless Router Installation – Model WGR614 
 

 
 
 

Introduction 
 

The documentation below describes the step by step procedure for installing the Netgear wireless router model WGR614  
 
The primary reason for compiling this procedure is to assist our customers with activating the security features of the router. The instructions provide 
for enabling the encryption on the router and/or the access control list.  By enabling these security features it will prohibit unauthorized access to 
your high speed Internet connection by anyone in range of the router’s broadcast signal.   
 
[Note: Once the security features have been enabled, all wired connections to the router should work and not require any additional 
configuration changes to the router, PC, or modem. However, should you want to use a wireless device (ex. a laptop), you will have to 
configure the wireless interface card that is installed in the laptop or desktop PC.  We suggest that you contact the manufacturer of your 
laptop or PC for the best possible support with wireless configuration utility software pre-installed on your machine.] 
 
These step by step instructions have been derived directly from the router manufacturer’s user manual.  Please note that the procedure below was 
carefully performed in a testing environment with positive results.  As you apply this procedure, be aware that there are equipment and software 
environments that may affect the process, however in most typical environments the process is successful. Also note that these instructions, if 
performed incorrectly, will not damage your computer or your router. 
 
While we encourage you to try these steps on your own, should you encounter any issues you may call the Netgear support line at 1-877-652-1347.  
If you are still unable to resolve your problem you may contact Bright House Networks Security via e-mail at abusedesk@tampabay.rr.com and we 
will respond within one business day. 



Configuring Wireless Security (WEP/WPA/Access list) 

Hackers can easily trap information transmitted over a wireless network, it has to be encrypted to avoid unauthorized users to intercept and decode data or use the connection. Read 
more about Importance of NOT using just defaults. 

In order to secure the wireless network, enable WEP, WPA-PSK or the Access Control List. You can read more about WEP and WPA in the following links: 

·  WEP. See What is WEP Encryption for Wireless Network?  
·  WPA-PSK. See What's New in Security: WPA.  

This article explains how to configure WEP/WPA-PSK/Access list on NETGEAR Wireless router (also applicable to access points). 

Note: 

·  You can enable/configure WEP or WPA, but you cannot use both at the same time.  
·  You can configure the wireless access control list and also enable WEP or WPA for additional security.  
·  After you enable wireless security features on the router (or access point), you must configure your wireless clients (i.e. laptops, desktops) with matching settings. 

Your wireless clients will not be able to connect unless you configure matching settings.  If you are unsure as to how to do this, please contact your computer 
manufacturer for technical support assistance. 

·  It’s recommended you enable these wireless security settings from a computer wired to the router (or access point).  

Configuring WEP:  

1. Connect a computer to any one of the four LAN ports of the NETGEAR router.  
2. Open an Internet explorer and type the router IP address which would be either http://192.168.0.1 or http://192.168.1.1 (by default, refer to your product documentation to 

determine the default IP address.) in the address bar and press Enter.  
The Login window will be prompting for a Username and Password. The default Username is admin and the default Password is password  

3. Click Wireless Settings under Setup menu.  



 

4. Under Security Options, Select WEP (Wired Equivalent Privacy)  
5. Select Authentication type as Automatic and the Encryption Strength 128-bit - You must later configure your wireless computers with the same setting.  
6. Select Key 1 and enter any 26 hexadecimal digits - any combination of 0-9, A-F (26 digits required for 128-bit encryption strength) and Apply  the settings. Please note down 

these values - You must later configure your wireless computers with the same setting.  

Configuring WPA-PSK Encryption:  

1. Connect a computer to any one of the four LAN ports of the NETGEAR router.  
2. Open an Internet explorer and type the router IP address which would be either http://192.168.0.1 or http://192.168.1.1 by default in the address bar and press Enter; refer to 

your product documentation to determine the default IP address.  
The Login window will be prompting for a Username and Password. The default Username is admin and the default Password is password  



3. Click Wireless Settings under Setup menu.  

 

4. Under Security Options, select WPA-PSK (Wi-Fi Protected Access Pre-Shared Key)  
5. Enter a word or group of printable characters in the Passphrase box. The Passphrase must be 8 to 63 characters in length (longer is stronger) 
6. Write it down and keep it in a safe place 
7. Click Apply   

Configuring Access Control List: 

Note: Before you enable the access control list, you’ll need to know the MAC address (aka Physical address, or Hardware address; click here to learn how to find your MAC address) of 
all your wireless computers. Once you enable access control list, any wireless client (card) with a MAC address not listed will NOT be allowed to connect with the router. 

1. Connect a computer to any one of the four LAN ports of the NETGEAR router.  
2. Open an Internet explorer and type the router IP address which would be either http://192.168.0.1 or http://192.168.1.1 (by default, refer to your product documentation to 

determine the default IP address.) in the address bar and press Enter.  
The Login window will be prompting for a Username and Password. The default Username is admin and the default Password is password  

3. Click Wireless Settings under Advanced menu  



4. Click Setup Access List  

 

5. Click on the Add button  

 

6. Enter the a descriptive Device Name (like HallDesktop) and the MAC address of the wireless card, and click Add.  



 

7. Repeat the last 2 steps to add all wireless clients to the allowed list.  
8. When you have completed adding all the wireless MAC address allowed to connect to wirelessly with your router, Check Turn Access Control On  

 

9. Click Apply . Your settings will be saved and only the wireless clients with MAC address listed in the allowed list will be allowed to connect with your router.  

  

 



 

How do I find the MAC address of my wireless Ethernet card? 
If you have an external wireless card (better known as a PCMCIA card) the MAC 
address is printed on the bottom of the card. It will be listed as MAC address or Physical 
address. 

If your wireless card is an internal or built in card, you will need to do the 
following depending on your operating system. 

For Windows 98 and Windows ME  

1. Click on the Start button.  
2. Click on Run.  
3. Enter winipcfg  and press OK.  
4. Look at the pull down box at the top and make sure that your wireless card is 

selected.  
5. Copy down the Adapter Address. Make sure that you copy it down correctly. 

Failure to do so may cause you not to be able to access the wireless network.  
6. Please enter this information in the "Machine MAC Address" section of the 

online MAC Address Registration Form.  

For Windows 2000, Windows XP Home or XP Pro 

1. Click on the Start button.  
2. Click on Run.  
3. Enter cmd and press OK. This will bring up a command prompt.  
4. Enter ipconfig /all  and press Enter.  
5. Find the section called Ethernet adapter, wireless network connection.  
6. Copy down the Physical Address. Make sure that you copy it down correctly. 

Failure to do so may cause you not to be able to access the wireless network.  
7. Please enter this information in the "Wireless Card Access List" section of the 

online MAC Address Registration Form.  

 



1. Click on the Start button – a menu similar to the one below will appear 
 

 
 
 
 
2. Click on Run – the following window will open 
 



 
 
3. Enter “ cmd”  and click OK. This will bring up a command prompt 
 

 
 
 
 
 
 
 
 
 
 



 
4. Enter “ ipconfig /all”  and press Enter – the following information will appear 
5. Find the section called Ethernet adapter, wireless network connection.  
6. Copy down the Physical Address. Make sure that you copy it down correctly. Failure to do so may cause you not to be able to access the wireless 
network 
 

 


