NetGear Wireless Router Installation — Model WGR614

NETGEAR

Introduction
The documentation below describes the step bymstapdure for installing the Netgear wireless rontedel WGR614

The primary reason for compiling this procedurtiassist our customers with activating the segteitures of the router. The instructions provide
for enabling the encryption on the router and/erdhbcess control list. By enabling these secteajures it will prohibit unauthorized access to
your high speed Internet connection by anyonengeaof the router’s broadcast signal.

[Note: Once the security features have been enableall wired connections to the router should work ad not require any additional
configuration changes to the router, PC, or modentowever, should you want to use a wireless devicex( a laptop), you will have to
configure the wireless interface card that is instéed in the laptop or desktop PC. We suggest thatou contact the manufacturer of your
laptop or PC for the best possible support with wieless configuration utility software pre-installedon your machine.]

These step by step instructions have been derivedtlg from the router manufacturer’'s user manwRlease note that the procedure below was
carefully performed in a testing environment withspive results. As you apply this procedure, Wwara that there are equipment and software
environments that may affect the process, howeawverdst typical environments the process is sucek#§k0 note that these instructions, if
performed incorrectly, will not damage your compwieyour router.

While we encourage you to try these steps on yeour, should you encounter any issues you may calNestgear support line at 1-877-652-1347.

If you are still unable to resolve your problem yoay contact Bright House Networks Security via&@tatabusedesk@tampabay.rr.camd we
will respond within one business day.




Configuring Wireless Security (WEP/WPA/Access list)

Hackers can easily trap information transmittedr @aveiireless network, it has to be encrypted tddauoauthorized users to intercept and decodeatatae the connection. Read
more aboutmportance of NOT using just defaults

In order to secure the wireless networkenable WEP, WPA-PSK or the Access Control List. Yoean read more about WEP and WPA in the followingihks:

WEP. Se&Vhat is WEP Encryption for Wireless Network?
WPA-PSK. SeéVhat's New in Security: WPA

This article explains how to configure WEP/WPA-P8&Zess list on NETGEAR Wireless router (also agglile to access points).

Note:

You can enable/configure WEP or WPA, but you camset both at the same time.
You can configure the wireless access controhblist also enable WEP or WPA for additional security.
After you enable wireless security features on thmuter (or access point), you must configure your weless clients (i.e. laptops, desktops) with matatg settings.

Your wireless clients will not be able to connectnless you configure matching settingslf you are unsure as to how to do this, please caatt your computer
manufacturer for technical support assistance.

It's recommended you enable these wireless secgttings from a computer wired to the router @ess point).
Configuring WEP:

1. Connect a computer to any one of the four LAN pofthe NETGEAR router.

2. Open an Internet explorer and type the router et which would be eithbttp://192.168.0.10or http://192.168.1.1(by default, refer to your product documentation t
determine the default IP address.) in the addrasand press Enter.
The Login window will be prompting for a Usernammeda?assword. The default Usernamadsin and the default Passwordpassword

3. Click Wireless Settingsunder Setup menu.



UnderSecurity Options, SelectWEP (Wired Equivalent Privacy)
SelectAuthentication type asAutomatic and theEncryption Strength 128-bit - You must later configure your wireless computeith the same setting.
SelectKey 1 and enter any 26 hexadecimal digits - any comiginadf 0-9, A-F (26 digits required for 128-bit epption strength) anépply the settingsPlease note down

these values You must later configure your wireless computeith the same setting.
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Configuring WPA-PSK Encryption:

1. Connect a computer to any one of the four LAN pofthe NETGEAR router.
2. Open an Internet explorer and type the router dress$ which would be eithbttp://192.168.0.10or http://192.168.11 by default in the address bar and press Entesr tef

your product documentation to determine the del&ufiddress.
The Login window will be prompting for a Usernammdaassword. The default Usernamadsin and the default Passwordpassword



3. Click Wireless Settingsunder Setup menu.

UnderSecurity Options, selectWPA-PSK (Wi-Fi Protected Access Pre-Shared Key)

Enter a word or group of printable characters eRhssphrasebox. The Passphrase must be 8 to 63 charactknsgth(longer is stronger)
Write it down and keep it in a safe place

Click Apply
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Configuring Access Control List:

Note: Before you enable the access control list, ymeékd to know the MAC address (aka Physical addoessardware addresslick here to learn how to find your MAC addrgs$
all your wireless computers. Once you enable aco@ssol list, any wireless client (card) with a MAaddress not listed will NOT be allowed to conneith the router.

1. Connect a computer to any one of the four LAN pofthe NETGEAR router.

2. Open an Internet explorer and type the router dress which would be eithattp://192.168.0.10or http://192.168.1.1(by default, refer to your product documentation t
determine the default IP address.) in the addrassamd press Enter.
The Login window will be prompting for a Usernanmmeda?assword. The default Usernamadsin and the default Passwordpassword

3. Click Wireless Settingsunder Advanced menu



4. Click Setup Access List

5. Click on theAdd button

6. Enter the a descriptivieevice Name(like HallDesktop) and thMMAC address of the wireless card, and cli&dd.



7. Repeat the last 2 steps to add all wireless clientse allowed list.
8. When you have completed adding all the wireless M#i@ress allowed to connect to wirelessly with ymuter, Checkurn Access Control On

9. Click Apply. Your settings will be saved and only the wirelelgsnts with MAC address listed in the allowed {isll be allowed to connect with your router.



How do | find the MAC address of my wireless Ethetrcard?

If you have an external wireless card (better knawma PCMCIA card) the MAC
address is printed on the bottom of the card. lithe listed as MAC address or Physi
address.

If your wireless card is an internal or built in card, you will need to do the
following depending on your operating system.

For Windows 98 and Windows M|
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Click on the Start button.

Click on Run.

Enterwinipcfg and press OK.

Look at the pull down box at the top and make sluaé your wireless card is
selected.

Copy down theAdapter AddressMiake sure that you copy it down correctly.
Failure to do so may cause you not to be abledesscthe wireless network.
Please enter this information in the "Machine MAGd#ess" section of the
online MAC Address Registration Form.

For Windows 2000, Windows XP Home or XP |

oakrwnE

N

Click on the Start button.

Click on Run.
Entercmd and press OK. This will bring up a command prompt.
Enteripconfig /all and press Enter.

Find the section calleBthernet adapter, wireless network connection.

Copy down thePhysical AddressMake sure that you copy it down correctly.
Failure to do so may cause you not to be abledesscthe wireless network.
Please enter this information in the "Wireless Gaerdess List" section of the
online MAC Address Registration Form.



1. Click on theStart button — a menu similar to the one below will agpe

2. Click onRun — the following window will open



3. Enter*cmd” and clickOK. This will bring up a command prompt



4. Enter“ipconfig /all” and press Enter — the following information wibpeear
5. Find the section calldéthernet adapter, wireless network connection.

6. Copy down thePhysical AddressMake sure that you copy it down correctly. Failto&lo so may cause you not to be able to accessitbless
network



